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Installation Guide  Abstract

This manual contains a list of software and security pre  -requisites as well as detailed
install /uninstall instructions for the Kayxo Exchange Appliance Connector (KEAC)

Overview
KEAC extends the Google Search Appliance, enabling users to search for emails, contacts,
appointments, tasks , notes and documents stored in Microsoft Exchange, according to each

itembs security.
Key Benefits

V  Mash information already available from ECM systems, CRMs and others with
information in Exchange in a single search, ranked according to Google relevance
criteria.
V Share communication information within the company and make it available
seamlessly to the right peopl e. brit that oteesuredis mat t er
searching is stored in SharePoint , the CRM, the ECM system or lost in an e -mail: it
will be found through a single search.
V Honor t he Mi crosoft Exchangeos s h a i ipaoliges. phosl | ci es o]
means that only if you have perm  ission to see something you will find it through the
Googl e Search Appliance. I f you donot have per mi ssi

search results.

V Increase the value of the investment made in the Enterprise Search Platform.
V Supports Microsoft Exchange 2003 and Microsoft Exchange 2007.
V No component need to beinstalled onth e Microsoft Exchange Server .
V  KEAC works in 32 -bits and 64 -bits servers .
V  Multilanguage mailboxes support
V Filter your data toreduce the amount of GSA licenses used .
Microsoft woow W K A Y X © cC o M
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Installation Guide

Software Pre -requisites

el N

™~
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Microsoft Exchange 2007 (32 / 64 bits) or Microsoft Exchange 2003 .
Google Search Appliance (any version except Mini)
Microsoft Windows 2003 Server (32 / 64 bits) .
Microsoft .NET Framework Version 3.5. Download it from:
1 32 bits version:
http://www.microsoft.com/downloads/details.aspx?familyid=6 C095BBA -
6100 -4EC9-9C54 -6450B0212565&d isplaylang=en

i 64 bits version:
http://www.microsoft.com/downloads/details.aspx?familyid=A4F52459 -DFES5-
4BC3-8F7F-AA688879B1DC&disp laylang=en

Note: If you try to install KEAC without having Microsoft .Net Framework 3.5
installed, the installation will end prematurely

Microsoft Visual C++ 2008 Redistributable Package . Download it from :
http://www.microsoft.com/downloads/details.aspx?FamilylD=9b2da534 -3e03 -4391 -
8a4d -074b9f2bclbf&displaylang=en

Internet Information Se rver 6.0 with the ASP.NET Allowed.
Microsoft SQL Server 2008, 2005 or 2000.

Microsoft Exchange Server MAPI Client and Collaboration Data Objects 1.2. 1(32 bits)
versi on 6.5.8165.0 or above . Download it from:
http://www.microsoft.com/downloads/details.aspx?FamilylD=e17e7{31 -079a -43a9 -

bff2 -0a110307611e&DisplayLang=en
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Security Pre -requisit es

In order to run the installation program, the logged user must have administrator privileges

on the local machine  and if you later choose to connectto a SQL Server through integrated
security, this user  should also have privileges on SQL Server database . The computer where
KEAC is going to be installed must be joined to the domain where the Microsoft Exchange
Server belongs.

License Server

In order to use any of the Kayxo products you must have a valid license set. The licenses
are checked by t he License Server, and it allows the execution of the products.
This installation package includes the License Server and an evaluation license with a fixed
expiration date. After the trial, you can purchase KEAC by sending us an email to:
sales@kayxo.com
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KEAC Installation Instructions

1. Run thefile AKEAC.Setup.en -us.msi 0. After seeing the following screen click Next .

{i# KEAC Setup IS B3

» Welcome to the KEAC Setup Wizard
/ 1<AY X0
Appliance Connector

The Setup Wizard will install KEAC on your computer. Click
Next to continue or Cancel to exit the Setup Wizard.

1AYXO

Copyright @ 2008 Kayxo. All rights reserved

Back Cancel I
Figure 1
W W W K A Y X ] [ o M
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2. Read the Agree ment License, accept it, and click Next .

{7 KEAC Setup PSS B3
End-User License Agreement Jm=b 1A
Please read the following license agreement carefully Appliance Connector
Evaluation Agreement License ﬂ

Software for Demonstration Purposes

This  Evaluation Agreement License Software for
Dermnonstration Purposes is entered into on (“Effective date of
product download”) between:

=l

IV 1 accept the terms in the License Agreement

Print | Back | Mext I Cancel |

Figure 2

3. Select the type of installation you want to run

{5 KEAC Setup [_ o]

Choose Setup Type =i SAYKO
Choose the setup type that best suits your needs Appliance Connector

Installs the most common program features, Recommended For most users.

Custom I

Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users.

Complete I

All program Features will be installed. Requires the most disk space.

Back I [dext Cancel

Figure 3

Then, press the Next button .

Microsoft woOWw W
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4. Complete the database configuration by filling the server name, authentication mode
and explicit user and password, if necessary

i@ KEAC C:\Program Files (x86)"Kayxo"'KEAC'\Setup’,

SOL Seryer Information 2% 1ANKO
Please specify database installation information Appliance Connector

Server Name:

Database Name: I,;;E AC

vV Use Integrated Security

User Mame: l
Password: I
<Back l Mext > | Cancel
Figure 4
When using integrated security you must make sure the IS Application Pool where
KEAC applications run , has proper credentials to access KEAC Database ( By default the

application po ol does not have enough permissions ).

Microsoft W W W . K A Y X O . € 0 M
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5. Usethe Back button to verify or change any selected option, or click Install to startthe
installation process.
{2 KEAC Setup x|
Ready to install KEAC R A Dliance Corfiacior

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Cancel
Figure 5
6. You can followt he progress of the setup process in the status window
i KEAC Setup [_TE]=]
Installing KEAC = A ;;"ﬁéﬁce ConiliRe

Please wait while the Setup Wizard installs KEAC,

Status:  Configuring L Server

Bacl: | [k
Figure 6
Microsoft wow ow . K A Y X 0O . C o M
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7. Readthe License information displayed and click Next

= I<AY=>{0
/e Appliance Connector

i KEAC M =
Read first (=5 1AXO
Appliance Connector
License

Thiz product is distributed for Demonstration Purposes and
includes an activation key with a fized expiration date. After the
trial, if you want a full activation key, please contact us:
sales@kayxo.com

Back Cancel |
Figure 7
8. Once the installation is completed, the following noatification window is shown
Breacsen ifel)
Completed the KEAC Setup Wizard
= 1KAYKO
Appliance Connector
Click the Finish button to exit the Setup Wizard.
1<AY->X0
Copyright © 2008 Kayxo, all rights reserved
Cancel |
Figure 8
woooww . K A ¥ X 0O . cC 0O M
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Post installation Tasks

KEAC Configuration

1. To run this application the logged user must be member of the

KeacConfigurationUsers group. To do so, go to My PC, right -click and select the
fiManage?o option. Once ther e, expanti Gf b o psdd Users
double -c | i ¢ k KeadCenfigurationUsers 0O group. Using the AAddo but

include the logged user as a member of the group.

Then, y ou can open the Configuration Console by clicking Start, All Programs, KEAC,
and then click KEAC Configuration

Take into account that s  everal warning messages will be shown, because initiall y
there is missing information.

@ KEAC Configuration

b Apply Configuration 5 Reload Configuration

L'_EJ Exchange prafile Exchange profile configuration The follawing problems
occumed:
T : - KEALC needs a mail [MAP) profile to connect to Exchange. This profile Errors: .
@ Sewvics credentisls must have exchange permizsions to access the monitored mailboxes ¢ One or more fields are
= ) i and falders. |t must also be an Exchange Administratar. invalid.
£} Database configuration 'Warnings:
+ Profile configuration is

{Z0 License Server . - inconzistent among the
= Choose any of the installed profiles configuration fles. Pick &
S El profile and apply
& Fikers I jo configuration to golve the
— . prablem.
@ G54 connection Create new profile... | [elete |

Exchange Server:

M ailbros:

Figure 9
W W W . K A ¥ X 0 . C o M
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In order to Run, KEAC needs

an Exchange profile

account that has mailbox permissions over all the

want to monitor .

Please make sure that

it has the proper rights (see

IAXO
Appliance Connector

Appendix1

. This profile must be associated to an
Microsoft Exchange accounts thatyou

and Appendix2 ).

KEAC shows the existing profiles. You can create a new one, delete an existing one or

select one from the list

@ KEAC Configuration

ke Apply Corfiguration 5 Reload Configuration

'@I Exchange profile

@ Service credentials
3 D atabase configuration
3 License Server

& Fi
) Filkers

Exchange profile configuration

KEAL needs a mail [FAP) profile to connect ta Exchange. This profile
mugt have exchange permigsions to access the monitored mailboxes
and folders. [t must alsa be an Exchange Administrataor.

Chooze arw of the installed profiles

The following problers
ocoumed:
Errors:

* One or more fields are

invalid.
W arnings:

+ Profile configuration iz
inconzistent among the
canfiguration files. Pick a
prafile and apply

Microsoft

GOLD CERTIFIED

j o configuration to solve the
- ) problerm.
@9 GSA connection [ty i
Sales
Exchange Server:
P ailbos:
Figure 10
W W - K X C o M
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3. If youhave selected A Cr eat e n e wyopwilsdeithke feldwing screen

© KEAC Configuration 1 =1 B3

H Apply Configuration 2% Reload Configuration |

@ Exchange profile Exchange profile configuration The following problems
occurmed:

I - ] KEAL reeds a mail [MAP) profile to connect ta Exchange. Thiz profile Errors: i

@ Service credentials must have exchange permizsions to access the monitored mailboxes * One or more fields are

— . . and folders. [k must alzo be an Exchange Adrministrator. |n\_fa||d.

'@'1 Databasze configuration 'wfarnings:

+ Profile configuration iz
incongistent among the
configuration files. Pick a

& e profile and apply

@ Filters I jg configuration to solve the

problernn.

P
20 License Server

Choose any of the installed profiles

Create new MAPI profile...

Profile Mame Ikeac_configuration
User hame Ikeac_conl’
Server Name Ikeac_ser\-'er|

i G54 connection

Create | Cancel |

Figure 11

Microsoft
GOLD CERTIFIED W W w - K A ¥ X a . C L&) ™M
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4. At this point, you

Service. Please remember that this domain user

If you have Microsoft Exchange 2003, avoid using a Domain Admin because

denied some certain permission by default.

Besides , you may want to change

(@) 1A %0
Appliance Connector

must set up the domain account that will be used to run

the KEAC

needs to be an Exchange Administrator.

the Sync h interval.

KEAL Configuration

bl Apply Configuration 5 Reload Configuration

-@l Exchange profile
'@I Service credentials

&) Database configuration
]

) License Server

—

& Ei
‘) Filters

@ GS& connection

Exchange information retrieval

I ake sure this account iz member of Exchange Organization
Adriniztrators group. When uzing itearated security, it must have
permizzions to access the KEAC SOL databaze. To select a different
accouht, [og an with the desired account and run thiz configuration

process again,

i Credentials

Windows Account IF'M [D1%keac_configuration
Pazsword Iuouou (]
Canfirm Pazsword Iuouou|

— Synchronization Properties

This interval sets how often the information from the
configured mailboxes and folders will be queried and

The following problerns

occumed:

Errors:

+ Current account NT
AUTHORITY
“LocalService is not the
logged on windows uger
P01
Wkeac_configuration.

+ Current credentials are
inconsistent with KEAC
IC5 Service. Enter new
credentials and apply
configuration to solve the
problem.

+ Current credentials are
inconzistent with KEAC
Feed Service. Enter new
credentials and apply
configuration to solve the

GOLD CERTIFIED

synchronized, & walue of B0 seconds is recommended. problem. )
* One or mare fields are
Synch Interval [zeconds) I B0 inwald
Figure 12
W W W - K A Y - C o M
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5. Nowyou can change the details for Microsoft SQL Server database that you have defined
during the setup process

@) KEAC Configuration

H Apply Configuration 2% Reload Configuration

-@I Exchange profile Database configuration

Py - - KEAC uses a SOL database to stare special data. Here the default
@ Service credentials zerver and database can be changed in caze it iz needed.

'@I Diatabasze configuration

(& License Server Server Mame Ilocalhost
&) Filers Databaze Mame IKEAC

-@I G54 connection

Security

v

Account I
Pazzword I
Canfirm Password I

Figure 13

Remember that if you use Integrated Security , you must grant proper credentials to
access KEAC Database to the user configured in the KEAC  Application Pool from IIS

Microsoft W W W . K A Y X O . € 0 M

GOLD CERTIFIED

Page 15



<AYSO hitte Anpliance Connacior

6. Ifyou selected the typical installation, you r license server is installed and configured in
the same machine where KEAC runs (see next Figure) . Ifyou wantto use a different

server , p lease enter it.

@) KEAC Configuration

H Apply Corfiguration  £5 Reload Configuration

-@u Exchange profils License Server Configuration

T ) . KEAL requires K.ap«o Licenze Server running in order to work properly.
@ Service credentials By default it iz installad with KEAC, but it can also be installed on other

machines or by other Kayxo products.

Server Ilocalhost

-

2} Database configuration

i) Filters Frotacal TCP

@ GS& connection Part I 9344

Figure 14

Microsoft W W w . K A Y X O . € 0 M
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7. Define Filters
Set the period of time (days/months/years) to be used when filter ing your Microsoft

Exchange objects before uploading them to the GSA . If you leave this option unchecked
no filter will be applied.
Additionally you can filter the type of Exchange objects that will be uploaded , deciding

whether t 0 i ndex t hoanteoth jitse attdcidnents or both.
Specifically for the attachments you can also select the file types to be considering.

@ KEAC Configuration

H Apply Configuration 2% Reload Configuration

o= . .
i} Exchange profile Filters

KEAL allows the configuration of filkers to restrict the amaount of

F ) . .
& Service credentials information that will be stored in the GS5A.

Eﬁ Diatabasze configuration

™ Keep the last I Z IYears ﬂ of information
:';j Lisense Server % Index all Objects
@ Fiters ™ Let me choose wich Objects should be indesed
() GSA connection Object Index Content Index Attachments
I ails v v
Contacts ird 72
Appoitrenks v v
M otes v v
Tasks v il
Files il

& Index all File Types
™ Usze only these File Types

doc ™| png i ooy
| | k1

4] dock ] ppt & hirn
it @pptx & | html
=| bt ﬁpps [ =)l

= pot ] ppsx
& ipg EHuls
|51 jpeg 2] s

Figure 15

By default KEAC includes a list with the most important File Type s. If you need to index
anoth er file type which is not show n in this list, you must add it in the FiltersFileType table
of the KEAC Database .

For more information about the file formats that the Google Search Appliance index :
http://code.google.com/apis/searchappliance/documentation/62/reference/formats.html

Microsoft W W w . K A Y X O . € 0 M
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8. Configure the GSA Connection. In this step you have to configure

the GSA Feed©6s

Microsoft

GOLD CERTIFIED

@ KEAC Configuration

H &pply Configuration & Reload Configuration

& E3 |

@ Exchange profile

— . .
8 Service credentials

Google Search Appliance connection

I ake sure the uzer configured in Service Credential: has permission to
send an HTTP POST request to the GSA.

The following problemns

ocourmed:

Errors:

+ G54 URL seems
unresponsive, verify it iz

{2 Database configuration comect.

G54 Properties
Eﬁ License Server

GSA Uil Ihttp:.n’.n’ﬁ SAURL
0 Fily
o Fiters G54 Push Interval [zeconds] I &0
[ Enable Logging
Figure 16
W W W . K A ¥ X . C o

M
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9. At last we are able to save and apply the configuration through the fApply
Configuration 0 button.
©"KEAC Configuration 1 3
H Apply Configuration 25 Reload Configuration |
@ Exchange prafile Exchange profile configuration
.@ Service cedentials KEAC needs a mail [(MAP) profile to connect ta Exchange. This prafile
muzt have exchange permissions ta access the monitored mailboxes
i . and falders. [t must alzo be an Exchange Administrator.
@) Database configuration
'@ License Server Chooze any of the installed profiles
@ Filters Ikeac_configuration ﬂ
@) G54 connection Create new profile. .. | Delete |
Configuring Exchange profile. ..
Attemping fogon with fhe configured profile
Step 16
Figure 17
Microsoft
GOLD CERTIFIED w W w " K A Y X o " c o M
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GSA Configuration

Once the KEAC is installed and configured, you have to configure the GSA in order to allow
KEAC to insert feeds into the GSA Database.

There are three steps to perform:
1. Inthe Admin istration backend ofthe GSA, Under Crawl and Index Menu, select Crawl

URLs. Enter the KEAC server URL (  http://keac_server.domain.com/ ) in both text
fields :

iy
GOUS[@ Google Search Appliance >Crawl and Index >Crawl URLs [ Test Center ]

Home User admin logged in from: 192.168.1.166, 127.0.0.1
|» Crawl alex
Crawl URLs Start Crawling from the Following URLs: * (Help)
Databases

Eeeds nttp://bts64.kbptest2003.com/

Crawl Schedule

Crawler Access

Proxy Servers
Cookie Sites
Forms Authentication

HTTP Headers

Duplicate Hosts
Document Dates

Host Load Schedule example: htto:/fwww.myorganization.mycompany.com/ “required

Freshness Tuning
Collections Follow and Crawl Only URLs with the Following Patterns: * {Help - Test these pattemns)

Status and Reports nttp://bTs64.kbptest2003.com/
Connector Administration
Google Apps

P Administration

b dbdbd

Figure 18
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2. Then, u nder Crawl and Index Menu, select Collections, Edit the Current Collection

and Enter the KEAC server URL ( http:/keac_server.domain.com/ ) in the text area
Alnclude Content Matching the following patterno
Figure 19
3. In order to allow the GSA to crawl private attachment documents you need to
provide the GSA with credentials that have access to these documents. So, under
Crawl and Index Menu , go to the Crawler Access Section and set the same URL

patter n entered in the previous step  along with the user, domain an d password used

i n t Barviceficredentials 0 section . Leave the checkbox unselected and apply
changes.

Figure 20

Microsoft W W W . K A Y X O . € 0 M
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